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Source e) Trans. Line >—> Dest.
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r—1 > r—1

r-ary perfect channel: no transmission errors
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Transmission Channels: The Model Channel Capacity (1)

Input and output alphabets: {0,1,...,r —1} X Y
Transmission probability matrix: Source > \ > O =2
foo - for—1 V4
T= : : where t;; = Pr(receive j | send /) > | {Cx|v=y tyey > Zx
10 0 tr—1r—1
Properties: L(Cx,v,Sx,v) = L(Cy.Sy) + Y _Pr(Y = y)L(Cxjv—y> Sx|v—y)
eT7T>0 yey
1 1 If all (binary) codes are optimal then
o Tl -1 H(Y) < L(Cy,Sy) < H(Y) +1
] ] H(X|Y =y) < L(Cxjy—y;Sx|y=y) < HX| Y =y) +1

Thus,
H(X.Y) = H(Y) + H(X | Y) < L(Cx,v.Sx,y) < H(X, Y) +2

@ If p; = Pr(send j) and q; = Pr(receive i),
(G --- g—1)=(pPo --- pr—1)T
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Channel Capacity (ll) Channel Capacity (lll)

With extended sources, Regarding entropies,

X Y X Y
SourceX >0 )—Y> Cy > Zy Source PO—%T Cy = H(Y)
V4 H(X,Y)
P {CX|Y:y}yeyk > x —— {CX|Y:y}ye)i > H(X|Y)
L(Cxy,SE ) = L(Cy, SK) + PrY = y)L(Cxiy—v, SEiv_ The information about X conveyed by Y is
(v, Sier) = Hov5y) ygk (Y = V)ECv=y- Siiv=y) H(X) — H(X | Y) = HX) + H(Y) = H(X, Y) = I(X; Y)
Now. . .
’ Definition (Channel Capacit
HX,Y)=HY)+HX|Y)=KH(Y)+kH(X|Y) = ( pacity)
KH(X,Y) < L(Cx,y,Sj‘(’y) <HX,)Y)+2=kH(X,Y)+2 A= rr}sax(I(X; Y))
X

where the maximum is taken over all possible sources Sx

Therefore, asymptotically H(X, Y) = 1EL(C)(,Y,S)"(,Y)
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Capacity of the Binary Symmetric Channel Capacity of the Binary Channel With Erasures

1—y
1—a 0
0 0 o—— -
1agaa1 X 4 P —— X =) BSEC %
1 -
—
For Pr(X = 1) = p, H(X) = hp = —plog, p— (1 — p) log,(1 — p)
For Pr(X =1) = p, H(X) = hp = —plog, p — (1 — p)log,(1 — p)
PF(Y = 1) = p(1 - a) + (1 - p)a, H( Y) = hp(1—a)+(1—p)a
" Pr(Y =0) = p(1—7), Pr(Y =1) = (1 - p)(1 =),
Conditionedto X, H(Y | X =0)=H(Y | X =1) = h,. H(Y) = hy + (1 — 7)hp
I(X;Y)=H(Y) = HY | X) = Bpt—a)+(1-p)a — N Conditioned to X, H(Y | X =0) = H(Y | X = 1) = h..
I(X;Y)=H(Y)=HY[X)=(00—-7)hp

The maximum occurs at p = % (the uniform source).

N —

The maximum occurs at p(1 — a) + (1 — p)a = 3, i.e, p=
(the uniform source).

The capacity of the BSC is A =1-—~h, . .
pacity BSC The capacity of the BSEC is Aggec =1 —
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Outline Decision Rules

Source =—p) -] A j=p- Dest.

Decision rule A: Guess the symbol sent from the received
symbol

e Decoding @ Ideal Observer: On receiving i, choose j that maximizes
Pr(send j | receive i) (Optimal, but depends on the source)

@ Max. Likelihood: On receiving /i, choose j that maximizes
Pr(receive i | send j) (Not optimal, but independent of the
source)

Both are equivalent when the error probabilities are small and
the source is balanced enough
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The BSC Case

Improving Channel Reliability (I)

Transmission matrix: T = (1 e @ )

“ 1-a GOAL: Make pcorr as close to 1 as possible maintaining an
Max. Likelihood: R information transmission rate close to the theoretical channel
Y=0 — if1l—a>«athen X=0 (@< ) capacity
Y=1 — if1-a>a then X=1 (a <))

Intuitively, one has to add redundancy to the source to be able

Peorr = Pr(X = X) = max(a, 1 — a) to correct all errors introduced by the channel.

Ideal Observer: E.g., the information rate of the uniform binary source is
Y=0 — if (1-a)(1—p)>apthen X=0 (o« <1 - p) H(X) = 1, but the capacity of the BSC is Agsc = 1 — h,.
Y=1 — if(1-a)p>a(1-p)then X =1 (o < p) Therefore, we need to expand X to a length of at least /\13150 to

make pcorr — 1.

Pcorr = Max(a, p,1 —p,1 — )
Both differ only when the channel is useless!

Decoding Decoding
Improving Channel Reliability (II) BSC Replication (or Repetition Code)
Source _Q Improved Channel )_, Dest. Each source symbol is sent n = 2¢ + 1 times.
Max. Likelihood Decoding Rule: (Assume a < %)
Y — decide X by majority vote among Yi,...,Ys
Channel replication = Repetition code
Definition (Hamming Distance)
) > . . .
Source —E} > A3z = Dest. Given two words x, y € {0,...,r — 1}", the Hamming distance
) > d(x, y) is the number positions in which they differ.
, ¢
“E hen T ” < ; ;
ncode then Transmit Peorr = Pr(X = X) = Pr(d(Y,X") < ¢) = Z (7) al(1 — a)
i=0
Source | Enc(:) mpd) > Ac = Dest. For a = 0.1, Agsc = 0.531 but for pgorr > 0.999 we need n = 9
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“Encode then Transmit” Outline

We use a constant-length binary code Cx C {0, 1}" for the
extended source Sk and send the codewords through a BSC.

Max. Likelihood Decoding Rule: (Assume a < %)

Y —— decide X by the codeword in Cx nearestto Y

Peorr =Pr(X=X)= > Pr(X=x|X=x)Pr(X=x)
xe{0,1}k

Pr()A( =X | X =X) =Pr(Y e neigh(E, (x)) | X = x) where

neigh(w) = {y € {0,1}" : vz € G \ {w}, d(y,z) > d(y,w)}

Pr(j\( =X ‘ X — x) — Z ad(y7ECk(x))(1 _ a)n_d(vaCk(x))
yeneigh(Ec, (X))

e Shannon Theorem
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The Rate of a Constant-Length Code Shannon’s Theorem

Definition (Code Rate)
The rate of a constant-length r-ary code C  {0,...,r —1}"is

Theorem (Shannon)

Given an r-ary channel (stateless and source independent)
R(C) = log,(|C]) with capacity N, for any positive ,5 € R there exists ny € 7+
n such that for all n > ngy there exists an r-ary code C of
constant-length n, and a decision rule for it such that

For the r-ary repetition code Crep = {0",...,(r —1)"}, [Crep| = 1

and R(Crep) = 1 A—e< R(C)log,r < A Peorr >1—10 J
For a constant-length r-ary code Cx C {0,...,r — 1}" for an

r-ary extended source S¥, [Cx| = rk and R(Cx) = % The proof builds on the idea that random codes behave well
GOAL (restated): Given an r-ary channel with capacity A, find C with high probability, but it is not constructive.

with peorr = 1 and R(C) log, r = A.

Jorge L. Villar CODES & CRYPTO Jorge L. Villar CODES & CRYPTO




Shannon Theorem Shannon Theorem
00®0000000 000@000000

Sketch of the proof for the BSC (I) Sketch of the proof for the BSC (lI)

A |
Consider a random binary code C of constant-length n and rate S Peorr(X, y) only depends on d(x, y),

R (i.e., |C| = 2"7). Now a random codeword X = (Xi,..., Xp) is " /n

sent through a BSC with error probability o < 5. The word at E(por) = > (d) a?(1 — )" ?peorr(d)
receptionis Y = (Yi,..., Yn). We use the nearest-codeword d=0

decoding rule.

and
The expected value of peorr is Tane. .+ (Z) Ic|—1
Peorr(d) = [ 1 — on
1
E(Pcorr) = on Z tx,yPcorr (X, Y)
x,ye{0,1}n Recall that |C| = 2. Then, for large enough nand d <
where fxy = Pr(Y =y | X =) = (1 — a)"4x¥)ad¥) and Peorr(d) ~ &2 V(3

Peorr(X,Y) is the probability that vz € C \ {x}, d(z,y) > d(x,y).
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Proof of the Lemma

Sketch of the proof for the BSC (lII)

Foranya < Jandd<n

Foranyd <3, 1+n+...+ () <2"m where N . non 0\
hy, = —alog, a — (1 — a)log,(1 — «) 1= Z <i>a'(1 —a)"'=(1- a)”z (I) (1 — a) >
Thus, for d < 2 (d)>e 2" IR d = d

) < 5, Pcorr(@) = > (1 a)nz (n) ( o ) _ ad(1 _a)n—dz (n)
Lety < 1 be such that h, = 1 — R. If nis large enough, for all — \iJ\1-a =\

d <yn, pecorr(d) =~ 1 and then

d
Thus, 3 (’,’) < a 91— a)y 9
i=0

Now, if d < 2 we can set a = ¢, that is d = na, and then

E(ocorr) > % (Z) ad(1 — )

d=0

d
-n
that is, the probability that a binomial(n, o) random variable is E (n) < (a‘”(1 — a)“‘*) = 2"
) . ; i
less than yn, which tends to 1 whenever v > «. Equivalently, i=

R:1—h7<1—ha:/\330
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Fano Bound (1) Fano Bound (I1)

Theorem (Fano Bound)

+ > pjti ilog, 9

ST opiti HX|Y)= > pjtilogy 9

For any channel, r-ary source and decision rule o 2 P iea R g T o P00 o, PRES T
1_

H(X | Y) < Bpgy + (1 = Doorr) logy(r — 1) Q= H(X | Y) + Poorr 108z Poorr + (1 — Poorr) logy 22

Fano bound is equivalent to > pitijlog, QJP;O'” + ) pitijlog, M
) (D)o ili j (iDen pitij(r—1)
H(X | Y) < —Pcorr |092 Pcorr — (1 - Pcorr) |092 % (1 . pcorr)
anzﬁpcorrz qj_z piti j+-———— Z qi— Z pili j
Let’s write (/,j) € A for the decisionrule maps Y =jto X = (if)ea  (ijea (if)gn  (ij)ga
pit ij
Then, peor = Y pitij and H(X | Y) == pjtijlog, =" o o .
(52 & qi But Z g =1 and Z gi=r—1 bothimply QIn2 <0
(ij)ea (i)gA

or H(X | Y)= > pitijlog, p + ) pitijlog, pq

(iy)ea al (i)gA
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Remarks

Converse of Shannon’s Theorem

A transmission channel has a maximum transmission rate, the
channel capacity A.

Given an r-ary channel (stateless and source independent)

with capacity \ and a uniform source, for any Ay > N> > A there
exists no sequence of codes {Cn}n>n, of constant length n and
rates Ry, such that Ay > Rplog, r > Ny and peorr — 1 @as n — . 00xr

exist,

Large codes with pcor = 1 and a rate close than i

based on the properties of random codes.
For X uniformly distributed in Cj,, using Fano bound
nRplog, r=H(X)=H(X|Y)+I(X;Y) <

Ppsorr + (1 — Peorr)NRR 109, r+ NN < 14 (1 — peorr )RR 10g, r+ NA There are also some combinatorial bounds limiting the
existence of codes with practical lengths.

Still, these optimal codes have inefficient decoding.

14+ nA < 1+ nA
nRplog,r = nhy The goal is now build not-too-large efficiently decodable
codes with good p,r and rate.

Thus, peorr <

: 2 Ay — A\
Finally, for n > /\2—_/\ Pcorr CANNOt exceed 1 — 22/\2 )
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