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Homomorphic Encryption
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Homomorphic Encryption

Let N = (KeyGen, Enc, Dec) a PKE scheme such that the
message and ciphertext spaces M, C.

Definition (Weakly Homomorphic Encryption)

I is weakly homomorphic with respect to the internal operation
(M, ®) if there exists a PPTM HomEval such that
V(pk, sk) < KeyGen(¢); Vmy, mo € M,

Pr[Dec(sk, HomEval(1*, pk, Enc(pk, m;), Enc(pk, m2))) = my @ my] = 1

Definition (Strongly Homomorphic Encryption)

I is strongly homomorphic if in addition the random variables
HomEval(1¢, pk, Enc(pk, my), Enc(pk, m>)) and
Enc(pk, my ® my) are independent and identically distributed

Jorge L. Villar CODES & CRYPTO

Homomorphic Encryption

Outline

0 Homomorphic Encryption

Jorge L. Villar CODES & CRYPTO

Homomorphic Encryption
fo] Yoto)

Examples

In a typical homomorphic encryption scheme there are two
efficiently computable internal (group) operations (M, ®),
(C,®) and Dec(sk, ) is a (group) homomorphism

@ RSA: strongly homomorphic Dec(sk, ) : Z* — Z*
Dec(d, cic2) = (c12)? = cf'cf = Dec(d, ¢1)Dec(d, ¢2) or
Enc(e, m)Enc(e, mz) = m{ms = (mimz)® = Enc(e, mimy)

@ ElGamal: strongly homomorphic Dec(sk,:): Gx G — G
Enc(y, m) - Enc(y, mz) = (g",y" mi) - (g%, y"2mz) =
(g" "2,y 2mymy) € Enc(e, mymy) then
HomEval(y, ci, ) =¢1 - ¢ - (g%, y") = (g", ¥y mimy) for rs < Zg.
Therefore r = 1 + r, 4+ r3 is independent of ry and r»
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Examples Fully Homomorphic Encryption
@ Paillier: strongly homomorphic Dec(sk, ) : Z,, — Zn In a fully homomorphic encryption scheme Dec(sk, ) is a ring
Enc(n, my)Enc(n, mo) = (1 + mn)r{(1 + men)rf = homomorphism and both (M) and (C) are rings with efficiently
(1 + (my + mo)n)(rir2)" € Enc(n, my + my) then computable operations
HomEval(n, o1, ;) = ercars = (1 + (M + me)m)rfor 13 < Zy No efficient fully homomorphic encryption scheme is known to
Therefore r = rirzfs is independent of r; and r, date. .. but if one exists then one can securely evaluate

RSA and ElGamal PKE schemes are multiplicatively polynomial functions (arithmetic circuits) over encrypted data.

homomorphic while Paillier’s is additively homomorphic Arithmetic circuits over any ring Z4 include boolean circuits, as

Additively homomorphic PKE schemes have interesting if one encodes logical ‘0’ and ‘1’ as arithmetic ‘0’ and ‘1’, then

applications (e.g., electronic election systems): @ x; AND x> = x1xo

@ x; OR xo = Xy + Xo — X1 X

@ x; XOR X2 = X1 + Xo — 2X1Xo
@ NOT x=1-—x

@ ¢; = Enc(pk, vote;) where vote; € {0,1}
@ ¢ <+ HomEval(pk,cq, -, Cn)
@ tally = Dec(sk, c), where tally =, vote; = #{vote; = 1}
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Experiment Exp-PKE-IND-CCA(IN, A+, Az, ¢) :
(pk, sk) + KeyGen(¥);

(mo, my, 8) AP (1%, pk);

b. + {0,1};

¢« « Enc(pk, mp,);

b AP (14, ., s);

if b’ = b. and |my| = |m| output 1; /1A wins
else output 0;

Oracle Opec(C) :

. . if c=c. output L;  /lllegal oracle quer
@ Chosen Ciphertext Security else output pDec(Sk o); ’ e

Definition (PKE-IND-CCA)

The public key encryption scheme I is PKE-IND-CCA secure if
for all Two-Stages PPOTM, (A4, Ao),

|Pr[Exp-PKE-IND-CCA(M, Ay, Az, £) = 1] — 1/2| € negl(¢)
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Why Chosen Ciphertext Security Why Chosen Ciphertext Security

Moreover, PKE-IND-CCA security has been shown equivalent
Actual attacks beyond the Chosen Plaitext Attack model were to other interesting security notion like Non-Malleability of
reported: Encryptions: “A ciphertext cannot be efficiently manipulated to

obtain the encryption of a message related in a predictable way

. to the original one”
@ Some attacks observe the reaction of a system when g

unauthorized access is attempted (e.g., the error However, CCA security is unachievable if a PKE has
messages can leak some crucial information) homomorphic properties:

@ Real systems requiring only one user authentication per
session (e.g., those web browsers remembering the
passwords) potentially give access to the decryption
functionality

@ After receiving c. < Enc(pk, my, ), Ao computes an
encryption of m = my_ ® p, for some arbitrary p € My, as
¢’ < HomEval(pk, c., Enc(pk, 1))

@ Then A, obtains m’ = Opec(c’)
@ Finally, A, guesses b, by comparing n’ to my ® p.
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Achieving CCA Security The Random Oracle Model (ROM)

It is a very challenging task: In a reduction Opgc has to be

simulated without knowing sk!

Several approaches have been used: Introduced as an idgalized model of pgmputation in which
Truly Random Functions are made efficiently computable (by
oracle access)

@ Use an idealized model, the Random Oracle Model, to
ensure that Opec gives no information to the adversary. No
actual security proof is given

@ Use a two-key trick, Twin Encryption, to give one of the
two secret keys to the reduction. Involves non-efficient
proofs of correctness of the ciphertexts

@ Use a combinatorial object, a Hash Proof System, to
indistinguishably switch between to operation modes: real
and simulated. The first efficient CCA scheme!

@ Use the sophisticated key generation of Identity-Based
encryption schemes to make different encryptions

“independent”. Also leads to efficient PKE-IND-CCA

Cryptosystems proven secure under the ROM may not be
secure when the Random Oracle is instantiated with any real
efficient function (typically, with a hash function), but security
proofs in the ROM can be interpreted as heuristic security
arguments: “Any successful attack must use specific
information of the function instantiating the Random Oracle”
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The Random Oracle Model (ROM)

In a reduction in the ROM, a random oracle H : {0,1} — ) is
simulated by a table of random values:

@ Any “new” call to H is answered with a random value in ),
which is stored in the table

@ Any “repeated” call to H is answered with the value stored
in the table

@ Although a truly random function requires exponential
space to be described, the table can only have polynomial
size, due to the polynomial bound in the running time of the
adversary

Random oracles provide automatic privacy amplification, as “If
an adversary learns something about H(x) is because it
known x”
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Hash Proof Systems (I)

Hard Subset Membership Problem (Family): £ C X:
N=Upez+ Ne, X ={X}ren, L={Lx}rer, L1 C X,
Ly =X\ \ Ly, W, set of withesses for x € L

Definition
L C Xishardif Ug, ~¢ L&A

Examples:
@ DDH: G = (g1) = (go) prime order q
X(G7q7g1 792) = G X G’
LGqg.0) = (91,92)) ={(97,9%) : W€ Zqg}
@ DCR: n = pq for two ¢/2-bit long primes, p and q
Xn=17%, Ln=(25)"={w": weZ}
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Fujisaki-Okamoto Transformation

It builds a IND-CCA secure PKE in the Random Oracle Model
from any Trapdoor Partial One-Way Injective Function Family
F for set families X x YV = {&y x Vr}oez+ and Z, and two
random oracles G and H.

KeyGen(¥¢) :

(k,t) «+ Sample(¥);

output (k, t);

Enc(k, m) :

X <+ Xk;

OUtPUt (fk(X7 H(m7 X))a mo G(X))'

Dec(t, c) :

(cr,c2) =¢;

X < Inv(cy, t);

m <« ¢ @& G(x);

if ¢ = f(x, H(m, x)) output m; else output _L;
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Hash Proof Systems (ll)

Projective Hash Families: H = {#,}en,
Hy = {hk X — Z)\}kel(:)\’ ay Ky — Sy surjective

(H: X — Z,a: K — S)is a projective hash family for £L c X
if Vk1,k2 e Ky; Oz(k1) = Oé(kg) = hk1 ’EA = hk2|LA

(M, ) is smooth if Vx € L), Vs € Sx; hy__, (X) = Uz,

(9

Definition

(H, ) is pairwise independent if Vx;, xo € £y, X; # Xo, VS €
Sxi (hy _y (), by,  (x2)) = Uz, <z,
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Hash Proof Systems (lll)

Example of Smooth Projective Hash Family for DDH:

K(Grq’g1 792) = Zq ;< qu’ Z(G’qrg1 ,92) = G
hk1 ak2 (X1 ? X2) = X1 1 X22’ S(quzg‘l 792) = G
ki, k2) = Py, k, (91, G2) = 91 G52

Projective: hy, (g, 9¥) = g g2 = a(ky, ko)™

Smooth:
Py, kz(g1 7922) = W1k1 W2k2 = a(k17k2)w1géW2—W1)k2 _

s g(W2 wilke that is unlformly distributed in G if wo # wy
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Example of Pairwise Independent PHF for DDH:

Extended subset membership problem:
‘/X\‘(G’qvg‘l ,g27n) = G X G X G

E(quag‘l 7g2an) = <(g1792)> X G

v:Gx Gx G- Z} injective. Lett = (1,7(x, X, €)) € Zg*"'
The projective hash family:

K(Gaq’g1 aQZ’n) Zn+1 X Zn+1

%(G7q7g17g2) Kot Kot

hk1,k2(X1 X2, €) = X1 v X22
+1

S(G’Q7g1 ’92) - G

ke, ko) = (giogho, ... glingleny = (s, sp)
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Hash Proof Systems (V)

Example of Pairwise Independent PHF for DDH:

Pairwise Independence:
hk1 kz(g1 7922’ e) g;/V1k1 th2k2t (S S1 sf,”) géwz wy)ko-t
For any (wy, ws, €) # (w), ws, €), tand t' are linearly

independent, and for a uniformly distributed ko, ko - t and ko - t/
are uniformly distributed and independent.

As a consequence, if wo # wy and wj, # w; then

Py ko (G2 942, €) and hi, i, (917, go2, &) are uniformly
distributed and independent.
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A (smooth / strongly smooth) Hash Proof System consists of

@ a hard subset membership problem £ C X with witness set
w

@ a corresponding (smooth / pairwise independent)
projective hash family (H: X — Z,a: K — S)

@ efficient sampling algorithm for X\ <— Ay, k < Ky, X <+ X
and (x,w) < Ly x W,y
@ an efficient algorithm hy(x) = PrivEval(k, x)

@ an efficient algorithm hy(x) = PubEval(s, x, w) where w is
a witness for x € £, and s = a(k)
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Cramer-Shoup CCA Encryption Cramer-Shoup CCA Encryption (1)

(LCXH: X = Z,a:K— §S)isasmooth HPS, (£, +)is a
groupand (LX ZCXXZH: X xZ—Za:K—S8)isa Why is it CCA secure?

strongly smooth HPS Game hopping:

KeyGen(¥) :

A i /\g'(k)<— Kx: k — Kr: 8  a(k): § < a(k); @ Game 0: The adversary plays the original PKE-IND-CCA
output ((s, 3), (k, k)); experiment

Enc(s, 3, m) : @ Game 1: c, is computed from the secret keys by using

(X, W) <= Lx X Wh; e. < PrivEval(k, x.) + mp, and e, «+ PrivEval(k, x,, e.)

e < PubEval(s, x, w) + m; Il e = hg(x)+m o G 9. . ted f 7

&« PUDEVAI3, (x, ), w); /& h.(x.e). ame 2: c, is now computed from x, + L)

output (x, e, €); @ Game 3: The decryption oracle now rejects all queries with
Dec(k, k, c) : X & Ly

(x,e,€) =c; @ Game 4: e, is taken at random

if &+ PrivEval(k, (x,e)); output L
else output e — PrivEval(k, x);
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Cramer-Shoup CCA Encryption (lII)

Game hops analysis:
e Game 0+Game 1: Games are identical Codes and Cryptography

@ Game 1+~Game 2: Any noticeable difference solves the
decision membership problem

@ Game 2+»Game 3: There is a negligible difference
between games. Observe that the challenger in Game 3 is
not efficient!

@ Game 3+>Game 4: Games are identical, but now the
adversary’s advantage in Game 4 is trivially 0

As a consequence, the adversary’s advantage in Game 0 is at

least negligibly close to the advantage of another adversary END OF PART XIV
solving the decision membership problem

Jorge L. Villar

MAMME, Fall 2015

Jorge L. Villar CODES & CRYPTO Jorge L. Villar CODES & CRYPTO




	
	Homomorphic Encryption
	Chosen Ciphertext Security


