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The quotient Z/nZ, or simply Z,, represented as
{0,1,...,n— 1}, is a ring with the operations:
X+y=x+y modn

X*y =Xy modn



The quotient Z/nZ, or simply Z,, represented as
{0,1,...,n— 1}, is a ring with the operations:
X+y=x+y modn

X*y =Xy modn

Example (n = 15):
7-1{..,-87,2237,..}
...,—2,13,28,43,...)
7+13=20 mod 15=5
7+13=91 mod15=1  Then, 7 ' =13inZss
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The quotient Z/nZ, or simply Z,, represented as
{0,1,...,n— 1}, is a ring with the operations:
X+Yy=Xx+Yy modn

X*xy =Xxy modn

Example (n = 15):
7=1{..,-87,2237,..}
13=1{...,-2,13,28,43,.. .}
7+13=20 mod 15=5

7%x13=91 mod 15=1 Then, 7

In general, not every X han an inverse.
Indeed, there exist zero divisors: 6 + 5 =

ol

Jorge L. Villar DataProt



Modular Arithmetic Background on Finite Fields Background on Elliptic Curves
000 80000000 80000000

Modular Arithmetic

The quotient Z/nZ, or simply Z,, represented as
{0,1,...,n— 1}, is a ring with the operations:
X+Yy=Xx+Yy modn

X*xy =Xxy modn

Example (n = 15):
Z: ...,—8,7,22,37,...}
13={...,-2,13,28,43,...}

7+13=20 mod 15=5 1
7 1

7+%13 =91 mod 15 = Then, 7 =13in Z45
In general, not every x han an inverse.
Indeed, there exist zero divisors: 6 « 5 = 0

For simplicity, we identify x with x.
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For all x, y € Z there exist a, b € Z such that
ax + by = ged(x, y)

a and b can be efficiently computed with (extended) Euclid’s
algorithm.
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Computing Modular Inverses

Bezout’s Equality

For all x, y € Z there exist a, b € Z such that
ax + by = ged(x, y)

a and b can be efficiently computed with (extended) Euclid’s
algorithm.

Taking y = n, for all x such that ged(x, n) = 1, the inverse of x
inZpis x~ ' =a mod n.
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Computing Modular Inverses

Bezout’s Equality

For all x, y € Z there exist a, b € Z such that
ax + by = ged(x, y)

a and b can be efficiently computed with (extended) Euclid’s
algorithm.

Taking y = n, for all x such that ged(x, n) = 1, the inverse of x
inZpis x~ ' =a mod n.

If ged(x, n) # 1, then x has no inverse in Z,.
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Computing Modular Inverses

Bezout’s Equality

For all x, y € Z there exist a, b € Z such that
ax + by = ged(x, y)

a and b can be efficiently computed with (extended) Euclid’s
algorithm.

Taking y = n, for all x such that ged(x, n) = 1, the inverse of x
inZpis x~ ' =a mod n.

If ged(x, n) # 1, then x has no inverse in Z,.
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Computing Modular Exponentiations

Squares and multiplications algorithm:

Leta=2"+a,_ 12" ' +... 4+ a;2 + ay, where
a9,...,8m-1 € {0,1}.

Then, x2 = x%(xa (... (xam-1x2)2...)2)2,
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Computing Modular Exponentiations

Squares and multiplications algorithm:

Leta=2"+a,_ 12" ' +... 4+ a;2 + ay, where
a9,...,8m-1 € {0,1}.

Then, x2 = x%(xa (... (xam-1x2)2...)2)2,

Example: x'1 = x1+2+2° — x(x((x2)2)2.
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Computing Modular Exponentiations

Squares and multiplications algorithm:

Leta=2"+a,_ 12" ' +... 4+ a;2 + ay, where
a9,...,8m-1 € {0,1}.

Then, x2 = x%(xa (... (xam-1x2)2...)2)2,

In Z, all multiplications and squares are computed modulo n.
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Computing Modular Exponentlatlons

Squares and multiplications algorithm:

Leta=2"+a,_ 12" ' +... 4+ a;2 + ay, where
ap,...,am-1 € {0,1}.

Then, x2 = x%(x (... (xam-1x2)2...)2)2,

In Z, all multiplications and squares are computed modulo n.

Theorem (Fermat’s Little Theorem) |
For all x € Z, such that gcd(x,n) = 1, x?(W =1 (mod n)
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Computing Modular Exponentlatlons

Squares and multiplications algorithm:

Leta=2"+a,_ 12" ' +... 4+ a;2 + ay, where
ap,...,am-1 € {0,1}.

Then, x2 = x%(x (... (xam-1x2)2...)2)2,

In Z, all multiplications and squares are computed modulo n.

Theorem (Fermat’s Little Theorem) |
For all x € Z, such that gcd(x,n) = 1, x?(W =1 (mod n)
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If n = nyny with gcd(ny, np) = 1, then the rings Z, and Zn, x Zp,
are isomorphic, with the map x — (x mod ny,x mod ny).

X invertible mod ny, and

X invertible mod n < , ,
X invertible mod n..



If n = nyny with gcd(ny, np) = 1, then the rings Z, and Zn, x Zp,
are isomorphic, with the map x — (x mod ny,x mod ny).

X invertible mod ny, and

X invertible mod n < , ,
X invertible mod n..

Then, ¢(n) = ¢(n1)p(n2).
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Composite Modulus

Theorem (Chineese Remaider Theorem) |

If n = nyny with gcd(ny, np) = 1, then the rings Z, and Zn, X Zn,
are isomorphic, with the map x — (x mod ny,x mod ry).

X invertible mod ny, and
X invertible mod no.

X invertible mod n

X can be recovered from x; = x mod ny and x> = x mod n:

X = AMXq + AoXo, Where \; mod n;is 1if i = j, and 0 otherwise.
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For every x € Z,, there is a unique representation
X = Xo + Xxyn with xg,x; € {0,...,n—1}.




For every x € Z,, there is a unique representation
X = Xo + Xxyn with xg,x; € {0,...,n—1}.

x invertible mod i < x invertible mod n.
Thus, ¢(n?) = ne(n).
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Square Modulus

For every x € Z,2, there is a unique representation
X =Xo+ x1n with xp,x; € {0,...,n—1}.

x invertible mod i < xg invertible mod n.

Hensel lifting: The inverse of x mod n? is y = yy + y4n, where
Yo=X,' modn and y; =—Yp (x1y0 + %) mod n.
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Square Modulus

For every x € Z,2, there is a unique representation
X =Xo+ x1n with xp,x; € {0,...,n—1}.

X invertible mod N2 < xg invertible mod n.
0

Hensel lifting: The inverse of x mod n? is y = yy + y4n, where
Yo=X,' modn and y; =—Yp (x1y0 + %) mod n.

Invertible elements can be written as x = xp(1 + axn), and then:
xy = Xo(1 + axn)yo(1 + ayn) = Xoyo(1 + (ax + ay)n) (mod n?)
xK = xX(1 + axn)k = x¥(1 + kaxn) (mod n?)
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The quotient ring Z/nZ is a field if and only n is prime (all
nonzero elements have inverses).

We denote it as GF(n) or F,. It is called a prime field.

If nis composite then Z/nZ has zero divisors.

If nis prime then Bezout’s equality guarantees the existence of
all inverses modulo n.



Pri

The quotient ring Z/nZ is a field if and only n is prime (all
nonzero elements have inverses).

We denote it as GF(n) or F,. It is called a prime field.

If nis composite then Z/nZ has zero divisors.

If nis prime then Bezout’s equality guarantees the existence of
all inverses modulo n.

Then, for a prime n, ¢(n) = n— 1.
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Prime Fields

The quotient ring Z/nZ is a field if and only n is prime (all
nonzero elements have inverses).

We denote it as GF(n) or F),. Itis called a prime field.

If nis composite then Z/nZ has zero divisors.

If nis prime then Bezout’s equality guarantees the existence of
all inverses modulo n.

Then, for a prime n, p(n) = n—1.

Fermat’s little theorem implies xP = x in Fp, i.e., the elements in
IF,, are exactly the roots of the polynomial XP — X.
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Square Roots

Not every x € F has a square root (in Fq). Such an x
(non-zero) is called a quadratic residue.

QR(q) denotes the set of quadratic residues modulo qg.
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Squ

Not every x € Fg has a square root (in IFg). Such an x
(non-zero) is called a quadratic residue.

QR(q) denotes the set of quadratic residues modulo g.

x € QR(q) if and only if x(a-1)/2 = 1 I
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ébc’iuare Roots

round on Elliptic Curves

Not every x € Fy has a square root (in Fg). Such an x
(non-zero) is called a quadratic residue.

QR(q) denotes the set of quadratic residues modulo qg.

Lemma
x € QR(q) if and only if x(a-1/2 =1

If g =3 (mod 4), then the two square roots of x € QR(q) can
be computed as SQRT(x) = +x(a+1)/4
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ébc’iuare Roots

round on Elliptic Curves

Not every x € Fy has a square root (in Fg). Such an x
(non-zero) is called a quadratic residue.

QR(q) denotes the set of quadratic residues modulo qg.

Lemma
x € QR(q) if and only if x(a-1/2 =1

If g =3 (mod 4), then the two square roots of x € QR(q) can
be computed as SQRT(x) = +x(a+1)/4

If g =1 (mod 4), there exist some probabilistic algorithms that
compute square roots.
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The characteristic of a field K, char(K), is the minimum
positive integer p such that p1x = Ok.

char(K) = 0, if no such p exists.

pis always prime. (Otherwise, K would have zero divisors.)
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Subfields

The characteristic of a field K, char(K), is the minimum
positive integer p such that p1x = Ok.
p is always prime.

[, is always a subfield of any finite field K with char(K) = p.
Therefore, K is a Fp-vector space, and it has cardinality g = p®
for some e > 1.

Then any finite field is a finite extension of a prime field.
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Subfields

The characteristic of a field K, char(K), is the minimum
positive integer p such that p1x = Ok.

p is always prime.

[, is always a subfield of any finite field K with char(K) = p.
Therefore, K is a Fp-vector space, and it has cardinality g = p®
for some e > 1.

Then any finite field is a finite extension of a prime field.

If K’ is a subfield of a finite field K, then K is a K’-vector space.
If K has q = p® elements, then K’ has ¢’ = p“ elements for
some d | e.

Jorge L. Villar DataProt



Modular Arithmetic Background on Finite Fields Background on Elliptic Curves
o)

00000 80900000 8000OOOO

Subfields

The characteristic of a field K, char(K), is the minimum
positive integer p such that p1x = Ok.

p is always prime.

[, is always a subfield of any finite field K with char(K) = p.
Therefore, K is a Fp-vector space, and it has cardinality g = p®
for some e > 1.

Then any finite field is a finite extension of a prime field.

If K’ is a subfield of a finite field K, then K is a K’-vector space.
If K has q = p® elements, then K’ has ¢’ = p“ elements for
some d | e.
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For any finite field K, the multiplicative group K* is cyclic. |




For any finite field K, the multiplicative group K* is cyclic. I

Assume K has p€ elements. Since K* is an abelian finite
group, it is the direct product of r cycles of lengths I, k..., I
fulfilling h | b | --- | I

But the order of the group is p® — 1 =ik --- I, and all x € K*
fulfils x = 1.

Therefore, the polynomial X" — 1 € K[X] has at least p® — 1
roots, which is only possible if /, > p® — 1, and then r = 1.




Pri

For any finite field K, the multiplicative group K* is cyclic. I

Assume K has p€ elements. Since K* is an abelian finite
group, it is the direct product of r cycles of lengths I, k..., I
fulfilling h | b | --- | I

But the order of the group is p® — 1 =ik --- I, and all x € K*
fulfils x = 1.

Therefore, the polynomial X" — 1 € K[X] has at least p® — 1
roots, which is only possible if [, > p¢ — 1, and then r = 1.

Every generator o of K* is called a primitive element.



Prim

For any finite field K, the multiplicative group K* is cyclic. I

Assume K has p€ elements. Since K* is an abelian finite
group, it is the direct product of r cycles of lengths I, k..., I
fulfilling h | b | --- | I

But the order of the group is p® — 1 =ik --- I, and all x € K*
fulfils x = 1.

Therefore, the polynomial X" — 1 € K[X] has at least p® — 1
roots, which is only possible if [, > p¢ — 1, and then r = 1.

Every generator o of K* is called a primitive element.

In particular, we can write K = {0,1 = a%,a’,...,aP" 2
b b )



Ir

A polynomial g € Fp[X] of degree e > 0 is irreducible if and
only ifg | XP° — X, but g t XP° — X for all nontrivial d | e.
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A polynomial g € Fp[X] of degree e > 0 is irreducible if and
only ifg | XP° — X, but g t XP° — X for all nontrivial d | e.

The irreducible factors of XP° — X inF,[X] are exactly the
irreducible polynomials in Fp[X] of degree dividing e
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Irreducible Polynomials

Lemma
A polynomial g € Fp[X] of degree e > 0 is irreducible if and
only ifg | XP° — X, buth(XPd — X for all nontrivial d | e.

Corollary

The irreducible factors of XP° — X inF,[X] are exactly the
irreducible polynomials in Fp[X] of degree dividing e

Let ne(p) be the no. of irred. polynomials of degree e in Fp[X].

Corollary

p° —2p!®/2 p°—p

e

> dng(p) = p° and 0 < < ng(p) <

dle
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Construction of Finite Fields

The quotient ring F»[X]/gFp[X] is a field if and only g is an
irreducible polynomial in Fp[X]. If g has degree e, then the field
has p€ elements.
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Construction

The quotient ring Fp[X]/gFp[X] is a field if and only g is an
irreducible polynomial in Fp[X]. If g has degree e, then the field

has p€ elements.

For every prime p and for every e > 1 there exists a unique (up
to isomorphism) finite field with p® elements.

The finite field with p® elements, denoted as GF(p®) or Fpe, can
always be constructed as the quotient ring Fp[X]/gF,[X], for
any irreducible polynomial g € F,[X] of degree e.



Ex

F, ={0,1}

g=X®+ X%+ X3+ X2 + 1 is irreducible in F2[X]

Fos = Fo[X]/gF2[X]

Addition:

XT X X))+ (XE X0+ X 1) = X"+ X6+ X+ X 41
10010010 + 01110001 = 11100011

Multiplication: (X7 + X* + X) « (X8 + X5 + X* +1) =
XT+X+1+(X°+ X+ X3+ X2+ 1)g

10010010+ 01110001 = 10000011



Primitive element: a = X or 00000010

[Fjy| =28 —1=255=38x5%17

a7 = X5 4L X2+ X or00100110

aP%/5 = X3 ¢t X 0r00001010

P8 = XT 4 XB 4 X4+ X2+ X or 11010110
a?%5 =1 or 00000001
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Ge

For a,b € K such that A = 27b° + 4a° #£ 0,
Eap(K)={(x,y) eKxK|y?=x3+ax+b}uO
O is the “point at infinity”.

-

Non singularity is given by A = 27b? 4 4a% # 0.



E, »(K), is a group with the “tangent and chord” geometric
operation.

Any line L intersects the elliptic curve at exactly three points
(counting multiplicity and the point at the infinity).



E, »(K), is a group with the “tangent and chord” geometric
operation.

A vertical line intersects the curve at two symmetric points

P =(x,y)and —P = (x, —y). The third intersection point is the
point at infinity O.
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Group Operation

Eap(K), is a group with the “tangent and chord” geometric
operation.

/
P + Q = —R, the symmetric of the third intersection point of the

line passing through P and Q.
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E, »(K), is a group with the “tangent and chord” geometric
operation.

%
— <
N\

P + (—P) = O, the third intersection is the point at infinity.
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Group Operation

Eap(K), is a group with the “tangent and chord” geometric

operation.

6\/3
P+ P =2P = —R, for the tangent line at P, P counts as a
double intersection.
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Associativity (P + Q) + R = P+ (Q + R) can be proved in
different (but not easy) ways.




Case Q# P,—P,O:

VRY)
XP—I—O:H_XP_XO

Ypia = —ilz — ﬁ (Xpra — Xp) — ¥P

Case Q=PF:
3x2 + a)?
Xep = ( (2PyP)2) X
3x2 + a
Yop = — gyp (Xop — Xp) — ypP

Pi(-P)=0
PrO=P
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Elliptic Curves in Fields of Characteristic 2 or 3

The curve equation and group law formulas are different that
the above when char(K) = 2 or 3.

For char(K) = 2: the curve equation is either
y? + xy = x3 + ax® + b (with b # 0) or
y? + ay = x® + bx + ¢ (with a # 0).

For char(K) = 3: the curve equation is either
y? = x3 + ax? + b (with a# 0 and b # 0) or
y? = x3 4+ bx + ¢ (with b # 0).
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Scalar Multiples of Points

Similarly to modular exponentiation:

Doubles and additions algorithm:

Leta=2"+a,_12™ ' + ...+ a2 + ay, where
a,...,8m-1 € {0,1}

Then, aP = ayP +2(a1P+ 2(--- 2(am—1P + 2P) - --)).

Example: 11P = (1 +2+2%)P = P+ 2(P + 2(2P)).
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Computing the number of points in E, p(Fg) is costly.

Theorem (Hasse)

The number of points of E, p(Fq) is an element of the interval
[g+1-29,9+1+2,/7].

Selecting a curve with a suitable number of points is done by:

o Choosing random a, b € E, p(Fg) and running a (costly)
point counting algorithm (e.g., Schoof’s algorithm).

o Building a curve of a chosen number of points (e.g.,
complex multiplication method).

o Using a particular subfamily of elliptic curves (e.g.,
supersingular curves). Less secure, in general!

o Using a standarized curve
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The Certicom secp256k1 Elliptic Curve (used in Bitcoin)

Defined on the prime field of p elements, where
,022256—232—29—28—27—24—24—1.

The elliptic curve is defined by the equation y? = x® 4+ 7

The number of points is a prime
q = 2256 _ 432420386565659656852420866394968145599.

A standarized base point (group generator) is B = (xg, ¥B),
where
Xp=550662630222773436695787188951685343262506034537775941755001873
¥5=326705100207588169780830851305070431844712733806592432759389043
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