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Several hundred years ago logarithm tables were protected by
fingerprinting them. The idea was to introduce tiny errors in the
insignificant digits of log x (i.e., tenth digit right of the decimal
point) of log x for a few random values of x. The set of x was
different for each user.

It consists of embedding imperceptible marks (fingerprints) in
certain positions of the content which identifies the user.
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When fingerprinting digital data one must address the problem of
collusion.

Run diff on their two files to discover all the locations where the
files differ. Change its value could involve an innocent user.



To avoid collusion we will use fingerprinting codes.



To avoid collusion we will use fingerprinting codes.

We will make two assumptions.



To avoid collusion we will use fingerprinting codes.
We will make two assumptions.

Marking assumption: Undetectable position remains unmodified.



To avoid collusion we will use fingerprinting codes.
We will make two assumptions.
Marking assumption: Undetectable position remains unmodified.

Notice that two users could only detect those marks in which their
copies differ.



To avoid collusion we will use fingerprinting codes.
We will make two assumptions.

Marking assumption: Undetectable position remains unmodified.
Notice that two users could only detect those marks in which their
copies differ.

In the detectable positions the traitors must insert one of their
symbols. (narrow-sense envelope model) [Barg, Blakley,
Kabatiansky 2003]
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If there are L marks and each mark can have s different states, a
fingerprint is a word of size L in an alphabet of size s.

For us, the alphabet will be a Finite Field Fq, and we consider

(n, M, d) codes C € Fy of size M and minimum distance d. When
C is a subspace of dimension k we say that C is an (n, k, d) linear
code.

Definition. A code is a c-frame proof code, c-FP, if no coallition
can construct the word of an innocent user.
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For T C C,

desc(T) = {x € Fy : foreach 1 <i < n,x; = t; forsome t e T}

This is the set of pirate codewords that a coalition T can generate.
Cis c-FP if for |T| < ¢, desc(T)NC =T
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A code is (c1, cp)-separating if for any two sets A, B € C,
|A| = c1,|B| = ¢ there exist a coordinate that separates them

In this context a (c, 1)-separating code is a c-FP code while the
(c, c)— separating codes are the c-secure frameproof codes,
distinguishing coalitions.
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Ok, but still not enough...

The code {(0,0,0),(0,1,1),(1,1,0),(1,0,1)} is a (2, 2)-separating
code, but it is impossible to identify the traitor coalition that
generated (0, 1,0).

Definition. A code has the c-identifiable parent property, c-IPP, if
for all x € Fg, x ¢ desc(T) or

xe desc(T T 7& @

Always |T| < c.

The running time for identification of traitors is O((")).
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Definition. The code has the c-traceability property, c-TA, if
whenever x € desc(T), then d(x, t) < d(x,y) for some x € T and
anyye C/T.

The running time becomes O(M). Moreovoer, c-TA=- c-IPP, but
also more restrictive....Right?

The traceability property imposes a condition in the distance. In
particular any code with d > (1 —1/c?)n is TA and, in fact

d>n—n/c*>=c—TA.
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Proof. The descendent x coincide with at least n/c with an
element of the coalition and the distance is smaller than n — n/c.

Since the distance is d > n — n/c?, an element of the code
coincide with at most n/c2 with any element of T, and less than
n/c with desc(T) so the distance to x is bigger than n — n/c
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So, we have
d>n—n/c>=c—TA= c—IPP = (c,c) — separating.

When dealing with linear MDS codes (k = n—d + 1), c-TA is the
same as d > n— n/c?. In fact, for many families of Reed Solomon
codes, d < n— n/c? implies (c, c) — inseparability.

Given P = {p1,...,pn} = Fy, or P =T, the [n, k, d] Reed
Solomon code is definded as

RS(n. k) = {(F(p1). .. F(p)) : deg(f(x) < k}.

Question. s it true that a (c, c)—separating Reed Solomon code
has d > n— n/c??

It is enough to prove it for k = [n/c?] + 1.

If it is true, then it is not possible to identify traitors when
k>n/c®+1.
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Proof. Let r = 5 and consider the polynomial
f(x) = TIe%(a"x — 1). Since f(a~"x) = f(x),

V:(f(pl),...,f(pn)):(bl,...br,bl,...,br,...,bl,...

The coalitions T; = {v,v¢,Vac, ..., Vr—c} and To = {by,...

are inseparable.

Corollary The RS(n, k) with distance d < n — n/c? for
¢ >+/q—1is (c,c)— inseparable
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Theorem. If c|qg and d < n— n/c? then RS(n, k) is
(c, c)—inseparable.

Definition. A polynomial L is linearized if
L(acc+ bp) = aL(a)) + bL(B) for any a,b € Fy and o, 5 € Fgm

Lemma. Ls(x) =[],cp,(x — u)7 is a linearized polynomial.
q’

Proof. It is enought to prove it for s = 0 since (a + b)P = aP + bP
and

L(ac+ bB) = LI (ac+ bB) = a7 () + bILs —19(B)
als() + bLs(B)



Proof of the theorem. We assume ¢? < q = p™. Since ¢
c = p!. Consider L(x) with ¢’ = p™=2!. |Ker(L)| = q/c?,
lImg(L)| = c?. Take B C Img(L) with |B| = c. Then
Img(L) = Ui(B + 5;).

q.



Proof of the theorem. We assume ¢? < q = p™. Since ¢
c = p!. Consider L(x) with ¢’ = p™=2!. |Ker(L)| = q/c?,
lImg(L)| = c?. Take B C Img(L) with |B| = c. Then
Img(L) = Ui(B + 5;).

Now consider fj(x) = L(x) — 3; The coalitions T1 = {vq,...

and T, = {b : b € B} are inseparable.

q.



Theorem. There exist a Reed Solomon code with distance d = 8
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Theorem. There exist a Reed Solomon code with distance d = 8
over Fi1 which is (2,2)— inseparable.

Proof. Consider the polynomial f; = 0, and take
gi(x) = G H?:l(x — «j), for some constant Cy and any three
elements «; € F11. Now let

3

Hj;éi(x )
+ C X — Q34)-
(s —asey) + L1 s

3
h(x) = &i(asii)
i=1

Finally consider
3

2(x) = G [ [(x — ae+i).

i=1

By construction {fi(«;), f2(a)} N {gi(ci), g2(ai)} # O for
i=1,....0.



Now, selecting C;, G such that

E [1.2i(e10 — asy))
J
> ez =22
i=1

Hj;éi(a3+i — a34j)
3 3

= G ](e10 —assi) = G [ [ (010 — a314)

i=1 i=1
& Hj;éi(all — 034))
Z g1(az i)
i—1 Hj;éi(a3+i — a34))
3 3

= G H(Oéll —eri) — G H(Oéu — 034i),

i=1 i=1

which is possible whenever

3 3

H(Oélo —apqi)(11 — azyi) # H(Oén — ag4i)(@10 — a34i),

i=1 i=1



we get

f(c10) = g2(a1o0)
f(a11) = go(oa1)

and hence we find the (2, 2)-inseparable code that we wanted.



An example is by taking a; = i. Then

3 3
[ (@10 — asyi)(aar — azyi) = [[(4 - (8 1) = 71/4,
i=1 i=1
while
3 3
H(Oéll - Oé6+,')(05]_0 — Oé3+,‘) = H(5 — i)(? — i) =4.6!.
i=1 i=1
In this case

gi(x) = x3—6x>+11x—6
H(x) = 5x>+10x+9
2(x) = 10 +x* +x+9
and we have the inseparable words
i = (0,0,0,0,0,0,0,0,0,0,0)
h = (2,3,9,6,2,5,1,9,4,5,9)
g = (0,0,0,6,2,5/10,1,6,9,5)
g = (6,1,10,5,2,6,0,0,0,5,9)
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