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Abstract

The two main characteristicsof small-world networksarestronglocal
clustering,andsmalldiameter. Thesetwo characteristicsaredesirableprop-
ertiesin communicationnetworkssincetypicalcommunicationpatternsshow
largeamountsof localcommunicationandasmallamountof non-localcom-
municationthatmustbecompletedquickly. In this paper, we studyvariants
of broadcastingthat resemblethe spreadof computervirusesin networks.
Ourdeterministicresultsexhibit ratesof “infection” thataresimilar to previ-
ously obtainedprobabilisticresultsfor thespreadof contagiousdiseasesin
populations.

Keywords

Small-world networks.Communicationnetworks.Broadcasting.

c
�

2002by CarletonScientific,Waterloo,Canada
Proc.9thInt. Coll. onStructural Information& CommunicationComplexity (2002),
eds.C. KaklamanisandL. Kirousis.
Proceedingsin Informatics13 pp.73–85(2002).ISBN 1-894145-12-7

1 Intr oduction

Many real world situations,including the world wide web [1], electric power
grids [18], and the network of mathematicianswith finite Erdős numbers[6],
canbemodeledassmall-worldnetworks. The two distinguishingcharacteristics
of small-world networks are stronglocal clustering (nodeshave many mutual
neighbours),andsmall averageor maximumdistancesbetweenpairsof nodes.
Informally, clusteringis the fraction of possibleedgesamongneighboursof a
nodethatareactuallypresent,averagedoverall nodes.Clustering,or locality, is a
commonpropertyof many computationsthatrequiretheexchangeof information�
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amongprocessors,andclusteringof communicationis typical of many applica-
tionsof communicationnetworks.Theneedto communicatequickly betweenan
arbitrarypairof nodesis alsoadesirablepropertyof communicationnetworks,so
small-world networksareinterestingcandidatesfor communicationnetworks.

Many classesof structured networks, including the restrictedclassof circu-
lant graphsstudiedin [18] andsubsequentpapers,have stronglocal clustering,
but largedistancesbetweenpairsof nodes.Theoppositeextremeis randomnet-
workswhichhavesmalldistancesbetweennodesbut exhibit very little clustering.
Networks betweenthesetwo extremeswereconstructedin [7] by startingwith
a structurednetwork with n nodes,choosinga smallnumberh of evenly-spaced
nodesto behubs, andinterconnectingthehubs.Small-world networksoccurwhen
approximately1% of thenodesarechosento behubs(h ��� 01n). Themaximum
distancebetweena pair of nodesin thesesmall-world networksis approximately
20%of thevaluein theoriginalnetwork, but 95%of theclusteringremains[7].

In this paper, we investigatebroadcastingin the small-world networks that
were introducedin [7]. The broadcastingcommunicationpattern,in which the
informationof anoriginatingnodeis distributedto theothernodesof a network,
is similar to the patternby which contagiousdiseasesspread.Computerviruses
spreadby a broadcast-like pattern,andcascadednetwork failuresalso follow a
broadcast-likepattern.

Therehasbeenconsiderablerecentstudyof the spreadof real diseasesand
computervirusesin small-world networks [10, 13, 14, 15, 16, 17, 19, 20, 21].
Mostof theresultsuseprobabilisticmethodsbasedon themodelin [18]. In [17],
it is shown that randomimmunizationsdo not prevent the spreadof contagious
diseases.In many networks, thereis a thresholdbelow which epidemicsdie out
beforespreadingto the entire population.In [15], it is shown that thereis no
thresholdfor epidemicsin scale-freenetworks.

In this paper, we introducea parameterizedmodel that can be adjustedto
modeldifferentnetwork situations.At timet � 0,asingleoriginatingnodebegins
to infectsomeof its neighbours,theseneighboursinfectsomeof theirneighbours,
andsoon.An infectednoderemainsactive(i.e.,contagious)for � timesunitsand
caninfect k of its neighboursduringeachtime unit thatit is active.Broadcasting
in the case��� ∞ hasbeenstudiedin [11, 9]. The probabilisticresultsabout
thespreadof diseasesin [18] andmostof theotherpapersmentionedabove use�	� 1. In this paper, we investigatethecase�
� 1 usingdeterministicmethods
basedon [7]. We show thatour resultsaboutthespreadof computervirusesare
similarto theprobabilisticresultsaboutthespreadof diseasesin [18] andthemore
recentpaperscitedabove.Wealsoshow thatthereis nothresholdfor epidemicsin
small-world networks.Unliketheresultsin [15], wedonotrequiretheassumption
thatthenetwork is scale-free.
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2 Notation

In thispaper, anetwork is representedby agraphG ��� V 
 E � of ordern ���V � . We
usestandardgraphtheoryterminology. Thedegreeof a nodex, denotedδ � x� , is
thenumberof edgesincidentonx andthedegreeof agraphG is ∆ � maxx � V δ � x� .
A graphis ∆-regular if thedegreeof every nodeis ∆. Thedistancebetweentwo
nodesx andy, d � x 
 y� , is thenumberof edgesof a shortestpathbetweenx andy.
Themaximumdistanceover all pairsof nodes,D � max

x � y � V d � x 
 y� , is thediameter

of thegraph.Clusteringis a measureof theconnectednessof a graphandis one
of the parametersusedto characterizesmall-world networks. For eachnodex
of a graphG, let � x be the fraction of the δ � x��� δ � x��� 1�

2 possibleedgesamongthe
neighboursof x thatarepresentin G. Theclusteringparameterof G, denoted� G,
is theaverageoverall nodesx of � x.

The basicfamily of graphsconsideredhereis circulantgraphs.We will use
Cn � ∆, ∆ even,to denotethecirculantgraphC � n;1 
 2 
�������
 ∆

2 � with n nodeslabelled
with integersmodulon, and∆ links per nodesuchthat eachnodei is adjacent
to the nodesi � 1 
 i � 2 
�������
 i � ∆

2 � mod n� . This graphhasdiameter � n � 1
∆  . We

will refer to edgesbetweennodei andnodesi �"! , !$# 1, aschordsof length ! .
We will alsousedouble-stepgraphs, C � n;a 
 b� , which arecirculantgraphssuch
thateachnodei is adjacentto thefour nodesi � a 
 i � b � mod n� . Theminimum

possiblediameterof C � n;a 
 b� is D �&% � 1')( 2n � 1
2 * andoccurswhena � D and

b � D + 1 [5, 3]. In [7], small-world networks wereconstructedby choosingh
nodesof Cn � ∆ to be hubsandthenusingan optimal diameterdouble-stepgraph
of orderh to interconnectthe hubs.In this way, the clusteringparameterof the
final graphis high andvery nearto thatof theoriginal graphwhile thediameter
is reducedconsiderably. We usethenotationCn � ∆ � h for thesesmall-world graphs.
Thebroadcasttime , k � - � u� of an originatingnodeu is the minimumnumberof
time units (rounds) neededto inform all other nodesunderthe conditionsthat
a noderemainsactive for � roundsafter it hasbeeninformed,anda nodecan
inform k . ∆ of its neighboursduringeachroundthat it is active.Thebroadcast
time of a graphG is , k � - � G�/� max01, k � - � u�2� u 3 V � G�54 . Sincewe only consider
thecase�6� 1 in thispaper, we simplify thenotationto , k � G� .
3 Broadcastingin the circulant graph Cn 7 ∆
In thissectionwedetermine, k � Cn � ∆ � . We areparticularlyinterestedin thevalues
of k, underthis model,which allow a broadcastingtime equalto the diameter� n � 1

∆  . We would alsolike to know , asa functionof k, ∆, andn (theorderof
Cn � ∆).

Theorem1 Thebroadcasttimein Cn � ∆, n # 2∆ is:, k � Cn � ∆ �/� n 8 1 if k � 1
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, k � Cn � ∆ �/�9� n � 1
∆  if k � ∆, k � Cn � ∆ �/� � n � 1
∆  if ∆

2 : k : ∆, k � Cn � ∆ �;.
< logk ∆=>+�< n � 1
∆ =;8 1 if 2 . k . ∆

2

Proof.
Casek � 1: During eachround,exactly one informednodeis active, so n 8 1
roundsarenecessary. SinceCn � ∆ is Hamiltonian,n 8 1 roundssuffice.
Casek � ∆: The broadcastingschemeis flooding. Eachnodeinforms all of its
uninformedneighboursduringtheroundafterit is informed.
Case ∆

2 : k : ∆: The diameterof Cn � ∆ is � n � 1
∆  , so � n � 1

∆  roundsare nec-
essary. To achieve this bound, the originator i informs the k nodesi ��� ∆

2 8? k
2 @ + 1�A
�������
 i � ∆

2 � modn� duringthefirst round.In thesecondround,thenodes
i � 1 
������B
 i �C� ∆

2 8 ? k2 @ � andi �D� ∆
2 + 1�A
�������
 i � ∆ areinformedby thenodesthat

wereinformedduring the first round.The total numberof informednodesafter
two roundsincludingtheoriginatoris 2∆ + 1.Eachsubsequentround(exceptpos-
sibly thelastround)will reach∆ morenodes,∆2 in eachdirection.An exampleis
shown in theleft half of Figure1.
Case 2 . k . ∆

2 : The first round will inform
? k
2 @ nodeson one side of the

originator and � k2  nodeson the other side. In the secondround, eachactive
nodewill inform k new nodes,so the total numberof informed nodesinclud-
ing theoriginatoris 1 + k + k2. Let α bethesmallestnumberof roundssuchthat
kα E ∆. That is, 1 +D�����F+ kα E 1 +G�����H+ kα � 1 + ∆, so α �9< logk ∆ = . After round
α 8 1, at most ∆

2 new nodeson eachsideof the originatorcanbe informedand

we need % n �)� 1' k'JI I I ' kα K 1 �
∆ * .L� n � 1

∆  roundsto finish the broadcast.We obtain, k � Cn � ∆ �M.�< logk ∆ =N+ � n � 1
∆  8 1. An exampleis shown in the right half of Fig-

ure1. O
4 Broadcastingin the small-world graph Cn 7 ∆ 7 h
It is possibleto reducethediameterof Cn � ∆ by selectingh nodesof Cn � ∆ to behubs
andinterconnectingthemusingagraphH. Thiswill resultin asmall-world graph,
Cn � ∆ � h, with stronglocal clusteringandsmall diameter, aswasshown in [7]. We
areinterestedin the broadcastingtime, , k � Cn � ∆ � h � , for thesegraphsfor different
valuesof h andk.

Definition 1 A segmentP of Cn � ∆ is the subgraph of Cn � ∆ inducedby two con-
secutivehubsi and j and all nodesbetweeni and j. The length of P is !RQS�
min �H� i 8 j �T
 n 8U� i 8 j � � .

Thefollowing resultgivesthebroadcasttime for a segmentandwill beused
in thebroadcaststrategy for Cn � ∆ � h.
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Figure1: Optimalbroadcastsin Cn � ∆ for ∆
2 : k � 4 : ∆ and2 . k � 3 . ∆

2 (n � 24,
∆ � 6). Edgesusedin thebroadcastsaremarkedheavier.

Theorem2 Let P be a segmentof Cn � ∆ with length � m 8 1� ∆ + 1 .V! Q . m∆,
m E 1. Thenumberof roundsto broadcastin P is:, k � P$�;. 2m if k E ∆

2, k � P$�;.�� logk
∆
2  +�WYX[Z∆

2 \ 8 1 if 2 . k : ∆
2

Proof.
Casek E ∆

2 : During thefirst round,theoriginatorinformsk nodes.In eachsub-
sequentround,at most ∆

2 morenodescanbe informed in eachdirection.If the
originatoris closeto oneendof thesegment,then2m roundsareneeded.
Casek : ∆

2 : Let us supposethat the originator is oneof the endnodesof the
segment.In thefirst round,theoriginatorinformsk nodes,in thesecondroundk2

new nodesare informed,andso.Let α � � logk
∆
2  . After roundα, 1 + k + k2 +�����5+ kα E 1 + k + k2 +C�����F+ kα � 1 + ∆

2 andthereare1 + k + k2 +C�����H+ kα � 1 + ∆
2

informednodes.Notice that in roundα andin all subsequentrounds,at most ∆
2

new nodesareinformed,sowe need WYX Z �J� 1' k')I I I ' kα K 1 �
∆
2 \ . W�X Z∆

2 \ moreroundsto

finish thebroadcast.
A secondstrategy is possible,but the broadcasttime is the sameasthe first

strategy. Supposethat the originatorinforms its k 8 1 closestneighborsandone

neighbouratdistance∆
2 . We will need WYX Z∆

2 \ roundsto inform theendnodeof the

segmentasquickly aspossibleandα moreroundsto finish thebroadcastin the
lastpieceof length ∆

2 of thesegment. O
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Remark: If theoriginatoris in themiddleof asegmentP of length!RQ , thenthe

broadcasttime is , k � P$�].^< logk∆ =>+^% X Z∆ * 8 1. Theproof is similar to thek : ∆
2

caseof the previousproof. In the first round,the originatorinforms k
2 nodeson

eachside.During the secondround,eachof thesenodesinforms k new nodes,

andso on until roundα _ when1 + k
2 + k2

2 +D�����H+ kα `
2
E 1 + k

2 +D�����5+ kα `TK 1

2 + ∆
2 .

Fromnow on, at most ∆
2 new nodescanbeinformedin eachroundon eachside

of theoriginator, som_ _ moreroundsareneededto inform the two endnodesof

thesegment,wherem_ _�� Wba Z2 �J� 1')I I I ' kα K 1
2 �

∆
2 \ � %1X Z �)� 2')I I I ' kα K 1 �

∆ * . %AX Z∆ * .
Theorem3 Thebroadcastingtimein a double-stepgraphof ordern andoptimal
diameterD is at mostD + 2 for k E 2.

Proof. Any double-stepgraphof diameterD canberepresentedasa tile which
tessellatestheplane.See[3, 4]. This tile will fit insidethetile thatcorrespondsto
adouble-stepgraphwith themaximumpossibleorderfor thesamegivendiameter
D. Broadcastingin double-stepgraphswith optimaldiameterwasstudiedin [12]
for the casek � 1. Using similar argumentsfor the casek � 2, broadcastingin
optimaltimecanbecompletedin D + 2 rounds.Thebroadcasttreefor anoptimal
tile andk � 2 isshown in Figure2.Broadcastingcanbecompletedin D + 2 rounds
for any graphwith thesamediameterD, orderlessthantheoptimal,andchords
of lengthD andD + 1 usingthesamescheme.Theresultremainstrue for k # 2
becausea broadcasttreefor k � 2 is avalid broadcasttreefor k # 2. O

2
34

4

1

43

2
1 2

4

2

Figure2: Broadcastin a tile with k � 2.

Broadcastingin Cn � ∆ � h will bedonein threephases.

1. Theoriginatorinformsthenearesthubasquickly aspossible.

2. Broadcastin thegraphH thatconnectsthehubs.

3. Broadcastfrom thehubsto thesegments.
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Theorem4 GivenCn � ∆ � h with ∆ E 4, 3 . k . ∆
2 . Then , k � Cn � ∆ � h �c.L� logk

∆
2  +

2 W � nh  ∆ \ + 1 + DH.

Proof. In thefirst phaseof thebroadcast,theoriginatorsendsthemessagein the
directionof thenearesthubusingchordsof length ∆

2 . Theworstcaseoccursif the
originatoris half-waybetweentwo hubs.If thelengthof thesegmentis ! Q � � nh  
then the numberof roundsfor the messageto reachthe nearesthub is at mostW 1

2 � nh  
∆
2 \ � W � nh  ∆ \ .

In thesecondphase,the informedhuboriginatesa broadcastin thegraphH
that interconnectsthe hubs.SupposethatH is a double-stepgraphwith optimal

diameterDH � % � 1' ( 2h � 1
2 * . If eachnodeof H informsat leasttwo of its unin-

formedneighbouringhubsin oneround,thenthebroadcastin H will takeDH + 2
roundsby Theorem3.

In thethird phase,eachhubbroadcaststo thetwo segmentson eithersideof
it. This third phaseoverlapswith the secondphase,so that eachhub informs at
leastoneneighbourthat is not a hub andat leasttwo of its neighbouringhubs
in the round after it is informed.The non-hubneighboursbegin broadcastsin
thesegmentson bothsidesof thehub. Theworstcasewill happenwhenthelast
informedhubsareconsecutive. In this situation,at the endof the secondphase
therewill beonewholeuninformedsegmentandit will take , k � P$� morerounds
to completethebroadcast,whereP haslength � n

2h  . Thetotal time is

Tk � Cn � ∆ � h �d.eW � nh  ∆ \ + DH + 2 + � logk
∆
2  +fW � n

2h  
∆
2 \ 8 1 � � logk

∆
2  +

2 W � nh  ∆ \ + 1 + DH � O
Remark: Strategy for thecasek � 2: Supposethat the first hub is informed

in round t0. The non-hubnodex that is informed in round t0 canbelongto ei-
therthesegmentthatcontainstheoriginator(andotherinformednodes)or to the
uninformedsegmenton the othersideof the hub. In eithercase,in roundt0 + 1
thehubinformstwo morehubs,while x informstwo nodesin thesegmenton the
othersideof thehubfrom theoriginator.

Remark: ThegraphCn � ∆ � h is not∆–regularasthedegreeof thehubsis ∆ + 4.
In [7] it wasshown thata regulargraphcanbeobtainedfromCn � ∆ � h by reconnect-
ing somenodes.
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5 Comparisonof analytical andnumerical approaches

In Figure3,wecompareouranalyticalresultsfor broadcastingtimeswith numeri-
calvaluesobtainedfrom computersimulationsonsmall-world graphsconstructed
usingthe methodof [18]. In all cases,we startedwith an initial circulantgraph
C1000� 10 andperformedrandombroadcastsin thesimulationsfor severalvaluesof
k. All thenumericalresultsareaveragesof 20 runs.

Theanalyticalandnumericalbroadcastcurvesof Figure3 (squareandcircle
symbols,respectively) are for the graphsC1000� 10� h obtainedusing the methods
of this paperanddouble-stepgraphsto interconnectthe hubs.For referencewe
have includedthenumericalclustering(uppercurve)anddiameter(lower curve)
obtainedusing the methodof [18]. We presentthe casek � 3. The resultsare
similar for othervaluesof k (seeTheorem4).

Theparameterp (probabilitythatanedgeis randomlyrerouted)for thenumer-
ical resultscorrespondsto theratioof thenumberof edgesadded(i.e.,thenumber
of edgesin thedouble-stepgraph)to thetotal numberof edgesin our analytical
models.For Cn � ∆ � h the ratio is p � 4hg

E
g . In this example, �E �B� n∆ h 2 � 5000and

p � 4h
5000. All of thecurvesin Figure3 arenormalizedwith respectto thegraph

C1000� 10; they show thediameter, clustering,andbroadcasttimeasfractionsof the
valuesat p � 0.

ijik ljlmjm Numerical clustering

Numerical diameter

(upper curve)

(lower curve)

Numerical broadcasting

Analytical broadcasting

p 0

0.2

0.4

0.6

0.8

1

0.0001 0.001 0.01 0.1

Figure3: Comparisonof analyticalresultsandnumericalsimulationsfor k � 3.

Thesmall-world region in Figure3 occursaroundp � 0 � 01 whereclustering
remainsabove 95% of the valuefor p � 0 andthe diameteris lessthan20% of
thevaluefor p � 0. In ourgraph-theoreticmodel,p � 0 � 01correspondsto h � 12
hubsfor this example.

The figure show that the broadcastingtime is smallerin our graph-theoretic
model than in the probabilisticmodelusedfor the simulations.This is because
our analyticalapproachchoosesthehubsin thebestway to obtaina small-world
graphwhereastheprobabilisticapproachmakesrandomchangesto theedges.

For thegraphsin ourexample,thebrodcastingtimebeginsto increasearound
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p � 0 � 08wherethesegmentshavelengthatmost∆ + 1 andthedistancefrom any
nodeto a hub is 1. Adding morehubsincreasesthe diameterof the graphand
thereforethebroadcastingtime. However, this increaseof thebroadcastingtime
occursfar from thesmall-world region.

6 Minimizing the Infection

Infectionscanspreadin a populationin a broadcast-like pattern.In this section,
we investigatestrategies to stop infectionsfrom spreadingto an entirepopula-
tion. We first show that if all messagesof a broadcastin Cn � ∆ are successfully
delivered(i.e.,eachnodesuccessfullyinfectsits neighbours),thenaninfectionis
guaranteedto spreadto theentirepopulationfor any k andany ∆. We thendeter-
mine the minimumnumberof messagesthatmustbe lost (or destroyed) to stop
an infection.Finally, we determinetheeffectsof hubsin Cn � ∆ � h on thespreadof
infections.

Theorem5 If nomessagesare lost,thenall nodesofCn � ∆ will beinfectedfor any
2 . k . ∆.

Proof. If ∆
2 : k . ∆, thenthe infection spreadsat the maximumpossiblerate

andit is impossibleto leave gapsby argumentssimilar to theproofsof thecases
∆
2 : k : ∆ andk � ∆ in Theorem1. We will now concentrateon the case2 .
k . ∆

2 . The only way that a nodecanbe left uninformedpermanentlyis for it
to becomeunreachablefrom all active nodes.In other words, therecan be no
pathof uninformednodesfrom anactive nodeto a nodethatwill beuninformed
permanently. For this to happen,theremustby two blocksof inactive informed
nodes,oneblock on eachsideof the uninformednodesthat we wish to isolate.
Theseblocksmustcontainat least∆ nodesto preventall pathsfrom activenodes
on onesideof theblocksto isolatednodeson theothersideof theblocks.There
are two strategiesthat we canuseto try to constructtheseblocks.As we shall
see,bothstrategiesfail. Wewill describethestrategiesfor thecasek � 2 andthen
generalizeto largerk. Thefirst strategy is to isolatenodesasfaraspossibleaway
from the originator. During the first phase,the originator i informs nodesi � ∆

2 .
Thesenodesinform i � ∆ 8 1 and i � ∆, andso on. After oneor moreof these
rounds,we start the secondphasein which we build the blocks.Supposethat
we startthesecondphaseafteroneround.Thenodei + ∆

2 informs i + ∆
2 + 1 and

i + ∆
2 + 2,theni + ∆

2 + 3 throughi + ∆
2 + 6areinformed,andsoon,with thenumber

of active nodesdoublingat eachround.Thenodei 8 ∆
2 behavessimilarly on the

othersideof the originator to build the otherblock. In roundβ � ?
log2

∆
2 @ , the

active nodeswill try to inform 2β # ∆
2 nodes.Sinceonly ∆

2 nodesarereachable
in the direction away from the originator, at leastoneactive nodeis forced to
inform a nodein the direction towardsthe originator. Sincethe block contains
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2β 8 1 nodes,it is not big enoughto prevent this from happeningandwe have
failedto isolatetheactive nodesbetweentwo blocksof informedinactivenodes.
If thesecondphaseis startedafter j # 1 rounds,thentheblockscontainlessthan
2β 8 1 nodes.If k # 2, thenβ � ?

logk
∆
2 @ , andoneof theblockscontainsat most

kβ � 1
k � 1 : ∆

2 nodes.An exampleis shown in Figure4 with k � 2 and∆ � 8.

∆/2i+∆/2i-

i+ ∆2

3

4

4

4
4

3

3

3
2

3

4

4

4

4

3

3
3

21

4 4

12i- ∆

i

Figure4: Attemptto isolatenodescloseto theoriginator.

Thesecondstrategy attemptsto isolatetheactive nodesin theregion around
the originator. The first phaseis the sameasin the first strategy. In the second
phase,theactive nodesattemptto inform nodesin thedirectionof theoriginator
insteadof in thedirectionaway from theoriginator. Theargumentis verysimilar
to theargumentfor thefirst strategy. Theonly differencesarethat thefirst phase
musthave at leasttwo rounds,andtheremight beoneor moreinactive informed
nodesin the region aroundthe originatorthat we aretrying to isolate.If k � 2,
the blockscontainat most2β 8 1 nodes,andthe region betweenthe two blocks
containsat most2β ' 1 8 2 uninformednodes(becausethe originator is between
the two blocks).In roundβ, the active nodeswill try to inform 2β ' 1 nodesand
theattemptto isolatetheactivenodesfailsagain.For k # 2, theargumentcanbe
generalizedasin thefirst strategy. O
Theorem6 If four or moremessagesare lost, thenthebroadcastprocessin Cn � ∆
canstopafterasfew as2 � ∆ 8 1 nodesare informed,k � 2.

Proof. The worst caseoccurswhen ∆ � 2 j , j # 2. The broadcaststartsthe
samewayasstrategy 2 in theproof of Theorem5. Thefirst phasehastwo rounds
duringwhichactivenodesinform nodesin thedirectionawayfrom theoriginator.
To beprecise,theoriginatorinformsnodesi � ∆

2 , andthesenodesinform nodes
i � 2 �2� ∆

2 8 1� and i � 2 �n� ∆
2 8 2� . Phase2 now begins andactive nodesinform

thenodesclosestto themin thedirectionof theoriginator. During round j 8 1 of
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phase2, thenodesi � 1 
 i � 2 
������ i �d� ∆2 8 1� andnodesi �d� ∆
2 + 1� areinformed,so

all nodesbetweeni + 2 �A� ∆
2 8 1� andi 8 2 �A� ∆

2 8 1� areinformed.Theonly active
nodesthatcanreachuninformednodesarei �U� ∆2 + 1� . If all four of themessages
of thesetwo nodesfail to reachtheirdestinations,thentheinfectioncannotspread
further. O

Noticethatwith thelossof only a smallconstantnumberof carefullychosen
messages,theinfectionstopsspreadingandthenumberof infectednodesis inde-
pendentof n. Theorem6 providesanextremecase.Theproofdependsonspecific
nodesfailing to deliver their messagesandalsodependson thepatternby which
nodesareinformedin theroundsprecedingthefailures.If differentmessagesare
lost or the patternis different,then it is still possibleto stop the spreadof the
diseasebut moremessagesmustfail.

We now considertheeffectsof theadditionof hubson thespreadof thedis-
ease.Hubsallow thediseaseto spreadto distantpartsof thegraphandalsoallow
the diseaseto escapefrom an isolatedregion even if messagesfail. In a sense,
hubshave the oppositeeffect of messagefailures,so a lesscontagiousdisease
(which losesmoremessages)canstill spreadto infect theentiregraph.

Observation 1 If thehubsare ! : ∆ nodesapart, thenat least2 � ? ∆X @ additional
message failuresmayberequiredto stopthespreadof thedisease, k � 2.

Proof. In theproof of Theorem6, thenodesi � 1 
 i � 2 
������ i �D� ∆
2 8 1� areactive

during the last roundthat the diseasespreadsbut cannotreachany uninformed
nodes.If the hubsare ! : ∆ nodesapart,thenthereare

? ∆X @ or
? ∆X @ + 1 hubsin

theregion betweennodesi +G� ∆
2 8 1� andi 8d� ∆

2 8 1� . If thereis only onehubin
this regionandit is theoriginator, thenthehubhasno effect on thespreadof the
disease.In any othercase,thediseasecanescapeto otherpartsof thegraph. O
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