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Abstract

The two main characteristicef small-world networksare stronglocal
clustering,andsmalldiameter Thesetwo characteristicaredesirableprop-
ertiesin communicatiometworkssincetypicalcommunicatiorpatternshav
largeamountof localcommunicatioranda smallamountof non-localcom-
municationthatmustbe completedquickly. In this paper we studyvariants
of broadcastingthat resemblethe spreadof computervirusesin networks.
Our deterministiaesultsexhibit ratesof “infection” thataresimilar to previ-
ously obtainedprobabilisticresultsfor the spreadof contagiousdiseasei
populations.
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1 Intr oduction

Many real world situations,including the world wide web [1], electric power
grids [18], and the network of mathematiciansvith finite Erdés numbers[6],
canbe modeledassmall-world networks The two distinguishingcharacteristics
of small-world networks are stronglocal clustering (nodeshave mary mutual
neighbours) and small averageor maximumdistancedetweenpairs of nodes.
Informally, clusteringis the fraction of possibleedgesamongneighboursof a
nodethatareactuallypresentaveragedverall nodesClustering,or locality, is a
commonpropertyof mary computationshatrequiretheexchangeof information
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amongprocessorsand clusteringof communicatioris typical of mary applica-
tionsof communicatiometworks. The needto communicateuickly betweeran
arbitrarypair of nodeds alsoa desirablepropertyof communicatiometworks,so
small-world networks areinterestingcandidate$or communicatiometworks.

Marny classeof structured networks, including the restrictedclassof circu-
lant graphsstudiedin [18] andsubsequenpapershave stronglocal clustering,
but large distancedetweerpairsof nodes.The oppositeextremeis randomnet-
workswhichhave smalldistancebetweemodeshut exhibit very little clustering.
Networks betweenthesetwo extremeswere constructedn [7] by startingwith
a structurednetwork with n nodes choosinga small numberh of evenly-spaced
nodego behubs andinterconnectinghehubs.Small-world networksoccurwhen
approximatelyl% of the nodesarechoseno behubs(h ~ .01n). The maximum
distancebetweera pair of nodesin thesesmall-world networksis approximately
20%of thevaluein the original network, but 95% of the clusteringremaing7].

In this paper we investigatebroadcastingin the small-world networks that
wereintroducedin [7]. The broadcastingcommunicationpattern,in which the
informationof anoriginatingnodeis distributedto the othernodesof a network,
is similar to the patternby which contagioudiseasespread.Computerviruses
spreadby a broadcast-lik pattern,and cascadedetwork failuresalsofollow a
broadcast-like pattern.

Therehasbeenconsiderablgecentstudy of the spreadof real diseasesnd
computervirusesin small-world networks [10, 13, 14, 15, 16, 17, 19, 20, 21].
Most of the resultsuseprobabilisticmethodsbasedn the modelin [18]. In [17],
it is shovn thatrandomimmunizationsdo not preventthe spreadof contagious
diseaseslin mary networks, thereis a thresholdbelow which epidemicsdie out
before spreadingto the entire population.In [15], it is shovn that thereis no
thresholdfor epidemicdn scale-freenetworks.

In this paper we introducea parameterizeanodel that can be adjustedto
modeldifferentnetwork situations At timet = 0, asingleoriginatingnodebegins
to infectsomeof its neighbourstheseneighboursnfect someof theirneighbours,
andsoon.An infectednoderemainsactive(i.e.,contagiousjor 4 timesunitsand
caninfectk of its neighbourgduring eachtime unit thatit is active. Broadcasting
in the case4 = o hasbeenstudiedin [11, 9]. The probabilisticresultsabout
the spreadof diseasein [18] andmostof the otherpapersmentionedabove use
4 = 1. In this paper we investigatethe case4 = 1 usingdeterministicmethods
basedon [7]. We shaw that our resultsaboutthe spreadof computervirusesare
similarto theprobabilisticresultsaboutthespreadf diseases [18] andthemore
recentpapersitedabore.We alsoshow thatthereis nothresholdor epidemicsn
small-world networks.Unliketheresultsin [15], wedo notrequiretheassumption
thatthe network is scale-free.
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2 Notation

In this paperanetwork is representetly agraphG = (V, E) of ordern= |V|. We
usestandardgraphtheoryterminology The degreeof a nodex, denotedd(x), is
thenumberof edgedncidentonx andthedegreeof agraphG is A = maxey d(X).
A graphis A-regular if the degreeof every nodeis A. The distancebetweentwo
nodesx andy, d(x,y), is the numberof edgesof a shortespathbetweerx andy.
The maximumdistanceover all pairsof nodesD = )[r;?/(d(x,y), is the diameter

of the graph.Clusteringis a measureof the connectednessf a graphandis one
of the parametersisedto characterizesmall-world networks. For eachnode x
of a graphG, let x be the fraction of the Mg‘)_” possibleedgesamongthe
neighbourof x thatarepresentn G. Theclusteringparameterof G, denoted(g,
is theaverageover all nodesx of (.

The basicfamily of graphsconsiderechereis circulantgraphs.We will use
Cna, A even,to denotethecirculantgraphC(n; 1,2, - - -, %) with n nodedabelled
with integersmodulon, andA links per nodesuchthat eachnodei is adjacent
tothenodesi £ 1,i £2,---,i£ 4 (modn). This graphhasdiameter[25]. We
will referto edgeshetweemodei andnodesi ¢, £ > 1, aschords of length/.
We will alsousedouble-stemraphs C(n;a,b), which arecirculantgraphssuch
thateachnodei is adjacento thefour nodes + a,i +=b (mod n). The minimum

possiblediameterof C(n;a,b) is D = [‘”7 v2=11 andoccurswhena = D and

b=D+1][5, 3]. In [7], small-world networks were constructedhy choosingh
nodesof Cy a to be hubsandthenusingan optimal diameterdouble-stemyraph
of orderh to interconnecthe hubs.In this way, the clusteringparametenof the
final graphis high andvery nearto that of the original graphwhile the diameter
is reducedconsiderablyWe usethe notationCy 4 1 for thesesmall-world graphs.
The broadcasttime 7 4(u) of anoriginatingnodeu is the minimum numberof
time units (round9 neededo inform all other nodesunderthe conditionsthat
a noderemainsactivefor 4 roundsafterit hasbeeninformed,anda nodecan
inform k < A of its neighboursduring eachroundthatit is active. The broadcast
time of agraphGis 7 4(G) = max{Z 4(u)|u € V(G)}. Sincewe only consider
thecaseq = 1 in this paperwe simplify the notationto Z(G).

3 Broadcastingin the circulant graph Cp s

In this sectionwe determineZy(C,, »). We areparticularlyinterestedn thevalues
of k, underthis model, which allow a broadcastingime equalto the diameter
[222]. We would alsolike to know 7" asa function of k, A, andn (the orderof

Cha)-

Theorem1 Thebroadcastimein Cya, N> 2A is:
T«(Chpa)=n-1 if k=1
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T(Cna) = ["57] if k=2

T(Cnp) = [ 25 if§ <k<A

T(Cna) < [log(A] + 5] -1 if 2<k< 3
Proof.

Casek = 1: During eachround, exactly oneinformed nodeis active,son—1

roundsarenecessarysinceC, » is Hamiltonian,n— 1 roundssufice.

Casek = A: The broadcastingsgchemes flooding Eachnodeinforms all of its
uninformedneighboursduringthe roundafterit is informed.

Case 5 < k < A: The diameterof Cy is [%51], so [%52] roundsare nec-
essary To achle/e this bound, the originator i informs the k nodesi + (— —

L¥]+1),---,i+5(modn) duringthefirst round.In the secondround,thenodes
i+l ik (% — |¥]) andi + (5 +1),---,i £ A areinformedby the nodesthat
wereinformedduring the first round. The total numberof informednodesafter
two roundsincludingtheoriginatoris 2A + 1. Eachsubsequenund(exceptpos-
sibly thelastround)will reachA morenodes,% in eachdirection.An exampleis

shavn in theleft half of Figurel.

Case2 < k < 5: The first round will inform || nodeson one side of the
originator and [g] nodeson the other side. In the secondround, eachactive
nodewill inform k new nodes,so the total numberof informed nodesinclud-
ing the originatoris 1+ k+ k2. Let a be the smallesimumberof roundssuchthat
k% > A. Thatis, 1+---+k* > 1+---+ k%1 + A, soa = [log,A]. After round
a—1,at mostA new nodeson eachside of the originator canbe informedand

1
we need [M-‘ < [252] roundsto finish the broadcastWe obtain

T(Cna) < [log Al + [252] — 1. An exampleis shavn in the right half of Fig-
urel. O

4 Broadcastingin the small-world graph Cy s h

It is possibleto reducethediameterof C, 4 by selectingh nodesof C, 5 to behubs
andinterconnectinghemusingagraphH. Thiswill resultin asmall-world graph,
Cna,h, With stronglocal clusteringandsmall diametey aswasshown in [7]. We
areinterestedn the broadcastindime, % (Cna ), for thesegraphsfor different
valuesof h andk.

Definition 1 A segments of C, 4 is the subgiaph of C, 5 inducedby two con-
secutivehubsi and j and all nodesbetween and j. Thelengthof S is £5 =
min(fi — j|,n— i - j|).

Thefollowing resultgivesthe broadcastime for a segmentandwill be used
in thebroadcasstrateyy for Cya h.
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Figurel: Optimalbroadcasti C, 5 for % <k=4<Aand2<k=3< % (n= 24,
A = 6). Edgesusedin thebroadcastaremarkedheavier.

Theorem?2 Let S be a sggmentof C, o with length (m—1)A+1 < £5 < mA,
m> 1. Thenumberof roundsto broadcastn S is:
%($) < 2m if k> 5

T(S) < [log 5] + [%ﬂ -1 if2<k<$

Proof.

Casek > %: During the first round,the originatorinforms k nodes.In eachsub-
sequentound, at most% more nodescanbe informedin eachdirection.If the
originatoris closeto oneendof the segment,then2mroundsareneeded.
Casek < %: Let us supposehat the originatoris one of the end nodesof the
segment.In thefirst round,theoriginatorinformsk nodesjn the secondoundk?
new nodesareinformed,andso. Let a = [log,5]. After rounda, 1+ k+ k2 +
o+ k> 14+ k+ K2+ -+ k01 + & andthereare 1+ k+ k24 --- + k%14 5

informednodes Notice thatin rounda andin all subsequentounds,at most4

) _ -1
new nodesareinformed,sowe need[w-‘ < [%-‘ moreroundsto
2 2

finishthebroadcast.
A secondstratay is possible but the broadcastime is the sameasthe first
stratgy. Supposehatthe originatorinformsits k— 1 closestneighborsandone

neighbouratdistance%.Wewill need % roundsto inform theendnodeof the

2
segmentasquickly aspossibleanda moreroundsto finish the broadcastn the
lastpieceof length§ of the sggment. o
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Remark: If theoriginatorisin themiddleof asegments of length/, thenthe
broadcastime is Z(.5) < [logA] + [%‘1 — 1. Theproofis similar to thek < %

caseof the previous proof. In the first round, the originatorinforms Iz( nodeson

eachside.During the secondround, eachof thesenodesinforms k new nodes,
] !

andsoon until rounda’ when1+ & + k—22 o+ >4k K Ly a.

Fromnow on, at most% new nodescanbeinformedin eachroundon eachside

of the originator, som” moreroundsareneededo inform the two endnodesof
k(l—l

[ —
thesggment,wherem’’ = [;—(l+;-+ z )-‘ _ |735—(2+A.+k" 1)-| - [%1

2

Theorem 3 Thebroadcastingimein a double-stegraphof ordern andoptimal
diameterD is at mostD + 2 for k > 2.

Proof. Any double-stemraphof diameterD canberepresentedsatile which
tessellatetheplane.Se€[3, 4]. Thistile will fit insidethetile thatcorrespondso
adouble-stegraphwith themaximumpossibleorderfor thesamegivendiameter
D. Broadcastingn double-stemgraphswith optimal diametewasstudiedin [12]
for the casek = 1. Using similar argumentsfor the casek = 2, broadcastingn
optimaltime canbecompletedn D + 2 rounds.The broadcastreefor anoptimal
tile andk = 2is showvnin Figure2. Broadcastinganbecompletedn D + 2 rounds
for ary graphwith the samediameterD, orderlessthanthe optimal,andchords
of lengthD andD + 1 usingthe sameschemeThe resultremainstrue for k > 2
becaus@ broadcastreefor k = 2 is avalid broadcastreefor k > 2. O

Figure2: Broadcastn atile with k = 2.

Broadcastindn Cn s » Will bedonein threephases.
1. Theoriginatorinformsthe neareshubasquickly aspossible.
2. Broadcastn thegraphH thatconnectghe hubs.

3. Broadcastrom the hubsto the segments.
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Theorem4 GivenCnap With A > 4, 3 <k < 5. ThenZ(Cqan) < [log5] +
n
2 "@-‘ +1+ DH.

Proof. In thefirst phaseof thebroadcastthe originatorsendg¢he messagén the
directionof theneareshubusingchordsof Iength%. Theworstcaseoccursif the
originatoris half-way betweertwo hubs.If thelengthof the segmentis £5 = [ 7|
thenthe numberof roundsfor the messagéo reachthe nearesthub is at most
[ 3[R W _ w

2 A

In the secondphasethe informedhub originatesa broadcastn the graphH
thatinterconnectshe hubs.SupposehatH is a double-stegraphwith optimal

diameteDy = [‘”7 v2h-11 If eachnodeof H informsat leasttwo of its unin-

formedneighbouringhubsin oneround,thenthebroadcasin H will take Dy + 2
roundsby Theorem3.

In the third phase gachhub broadcasts$o the two seggmentson eitherside of
it. This third phaseoverlapswith the secondphase so that eachhub informs at
leastone neighbourthatis not a hub and at leasttwo of its neighbouringhubs
in the round after it is informed. The non-hubneighboursbegin broadcastsn
the sgmentson both sidesof the hubh Theworstcasewill happerwhenthe last
informed hubsare consecutie. In this situation,at the end of the secondphase
therewill be onewhole uninformedsegmentandit will take Z(S) morerounds
to completethe broadcastwheres haslength[]. Thetotaltimeis

Tk(Cnan) < W;E]-‘ + Dn + 2 + [log 5] + [%-‘ — 1 = [logA] +

7]

2 [%w + 1+ Dn.
O

Remark: Strategy for the casek = 2: Supposehatthe first hubis informed
in roundty. The non-hubnodex thatis informedin roundty canbelongto ei-
therthe sgmentthatcontaingthe originator(andotherinformednodes)or to the
uninformedseggmenton the otherside of the huh In eithercase,in roundty + 1
thehubinformstwo morehubs,while x informstwo nodesin the sggmentonthe
othersideof thehubfrom the originator

Remark: ThegraphCia h is notA-regularasthe degreeof the hubsis A+ 4.
In [7] it wasshown thataregulargraphcanbeobtainedrom C, 4 ) by reconnect-
ing somenodes.
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5 Comparisonof analytical and numerical approaches

In Figure3, we compareouranalyticalresultsfor broadcastingimeswith numeri-
calvaluesobtainedrom computesimulationson small-world graphsconstructed
usingthe methodof [18]. In all caseswe startedwith aninitial circulantgraph
Cio0q10 andperformedandombroadcast# thesimulationsfor severalvaluesof
k. All thenumericalresultsareaverageof 20runs.

Theanalyticalandnumericalbroadcasturvesof Figure3 (squareandcircle
symbols,respectiely) are for the graphsCigoqion Obtainedusing the methods
of this paperand double-stegyraphsto interconnecthe hubs.For referencewne
have includedthe numericalclustering(uppercurve) anddiameter(lower curve)
obtainedusing the methodof [18]. We presentthe casek = 3. The resultsare
similar for othervaluesof k (seeTheorend).

Theparametep (probabilitythatanedges randomlyreroutedfor thenumer
ical resultscorrespondso theratio of thenumberof edgesadded(i.e.,thenumber
of edgesn the double-stemraph)to the total numberof edgesin our analytical
models.For Cnah theratiois p = . In this example,|E| = nA/2 = 5000and

p= %50. All of the curvesin Figure3 arenormalizedwith respecto the graph
Cio0q10; they shav thediameteyclustering andbroadcastime asfractionsof the
valuesatp = 0.

Numerical clustering
(upper curve)

Numerical diameter
(lower curve)

—o—-— Numerical broadcasting

== Analytical broadcasting

0.0001 0.001 0.01 0.1 p

Figure3: Comparisorof analyticalresultsandnumericalsimulationsfor k = 3.

The small-world regionin Figure3 occursaroundp = 0.01 whereclustering
remainsabove 95% of the valuefor p = 0 andthe diameteris lessthan20% of
thevaluefor p = 0. In our graph-theoretienodel,p = 0.01correspondso h= 12
hubsfor this example.

The figure shav that the broadcastindime is smallerin our graph-theoretic
modelthanin the probabilisticmodelusedfor the simulations.This is because
our analyticalapproactchooseghe hubsin the bestway to obtaina small-world
graphwhereaghe probabilisticapproachmakesrandomchangedo the edges.

For thegraphsin our example thebrodcastingime beginsto increasearound
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p = 0.08 wherethe sggmentshave lengthat mostA + 1 andthedistancefrom ary
nodeto a hubis 1. Adding more hubsincreaseghe diameterof the graphand
thereforethe broadcastindime. However, this increaseof the broadcastindime
occursfar from the small-world region.

6 Minimizing the Infection

Infectionscanspreadn a populationin a broadcast-lik pattern.In this section,
we investigatestratgjiesto stop infectionsfrom spreadingo an entire popula-
tion. We first show thatif all messagesf a broadcasin C,, are successfully
delivered(i.e.,eachnodesuccessfullynfectsits neighbours)thenaninfectionis
guaranteedio spreado the entirepopulationfor arny k andary A. We thendeter
mine the minimum numberof messagethat mustbe lost (or destrgyed)to stop
aninfection. Finally, we determinethe effectsof hubsin Cya  on the spreadof
infections.

Theorem5 If nomessagesarelost,thenall nodesof C, o will beinfectedfor any
2<k<A.

Proof. If % < k < A, thenthe infection spreadsat the maximumpossiblerate
andit is impossibleto leave gapsby argumentssimilar to the proofsof the cases
% < k< Aandk =A in Theoreml. We will nowv concentraten the case2 <
k< %. The only way that a node can be left uninformedpermanentlyis for it
to becomeunreachabldrom all active nodes.In otherwords, there canbe no
pathof uninformednodesfrom anactive nodeto a nodethatwill be uninformed
permanentlyFor this to happentheremustby two blocksof inactive informed
nodes,oneblock on eachside of the uninformednodesthat we wish to isolate.
Theseblocksmustcontainat leastA nodego preventall pathsfrom active nodes
on onesideof theblocksto isolatednodeson the othersideof the blocks.There
aretwo stratgyiesthat we canuseto try to constructtheseblocks. As we shall
see pothstratgyiesfail. We will describethestratgyiesfor thecasek = 2 andthen
generalizeo largerk. Thefirst stratgy is to isolatenodesasfar aspossibleaway
from the originator During the first phasethe originatori informs nodesi + %.
Thesenodesinform i £ A — 1 andi + A, andso on. After one or more of these
rounds,we startthe secondphasein which we build the blocks. Supposehat
we startthe secondphaseafter oneround. The nodei + % informsi + % +1land
i+ 5 +2,theni+ 5 + 3throughi + 5 + 6 areinformed,andsoon, with thenumber
of active nodesdoublingat eachround.Thenodei — % behaessimilarly on the
otherside of the originatorto build the otherblock. In round = |log, 5], the
active nodeswill try to inform 28 > % nodes.Sinceonly % nodesarereachable
in the direction away from the originator, at leastone active nodeis forcedto
inform a nodein the directiontowardsthe originator Sincethe block contains
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28 — 1 nodesiit is not big enoughto preventthis from happeningandwe have
failedto isolatethe active nodesbetweertwo blocksof informedinactive nodes.
If thesecondbhaseis startedafter j > 1 roundsthentheblockscontainlessthan
28 — 1 nodeslf k > 2,thenp = [log, 5|, andoneof the blockscontainsat most

kkBT_ll < 5 nodesAn exampleis shavn in Figure4 with k= 2 andA = 8.

Figure4: Attemptto isolatenodescloseto the originator

The secondstratgyy attemptgo isolatethe active nodesin the region around
the originator The first phaseis the sameasin the first stratey. In the second
phasethe active nodesattemptto inform nodesin the directionof the originator
insteadof in thedirectionaway from the originator The argumentis very similar
to theargumentfor thefirst strategyy. The only differencesarethatthefirst phase
musthave at leasttwo rounds,andtheremight be oneor moreinactive informed
nodesin the region aroundthe originatorthat we aretrying to isolate.If k = 2,
the blockscontainat most2® — 1 nodes andthe region betweerthe two blocks
containsat most28+1 — 2 uninformednodes(becausehe originatoris between
the two blocks).In roundp, the active nodeswill try to inform 28+1 nodesand
theattemptto isolatethe active nodesfails again.For k > 2, theargumentcanbe
generalizeasin thefirst stratey. O

Theorem6 If four or more messgesare lost, thenthe broadcasirocessn C, o
canstopafterasfew as2-A — 1 nodesare informed,k = 2.

Proof. The worst caseoccurswhenA = 21, j > 2. The broadcasstartsthe
sameway asstrat@y 2 in the proof of Theoremb. Thefirst phasehastwo rounds
duringwhichactive nodesnform nodesn thedirectionaway from the originator
To be precise the originatorinforms nodesi & 4, andthesenodesinform nodes
i+£2-(5—1) andi+2- (5 — 2). Phase2 now begins and active nodesinform
the nodesclosesto themin the directionof the originator During round j — 1 of
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phase2,thenodes £1,i+2,...i+ (5 — 1) andnodes =+ (5 + 1) areinformed,so
all nodesbetweeri + 2- (5 — 1) andi — 2- (5 — 1) areinformed.The only active
nodeghatcanreachuninformednodesarei + (% +1). If all four of themessages
of thesetwo nodedail to reachtheir destinationsthentheinfectioncannotspread
further. O

Notice thatwith thelossof only a smallconstanhumberof carefully chosen
messagegheinfectionstopsspreadingandthe numberof infectednodess inde-
pendenbf n. Theoremb providesanextremecase The proof depend®n specific
nodesfailing to deliver their messageandalsodepend®on the patternby which
nodesareinformedin theroundsprecedinghefailures.If differentmessageare
lost or the patternis different,thenit is still possibleto stopthe spreadof the
diseasdut moremessagemustfail.

We now considerthe effectsof the additionof hubson the spreadof the dis-
easeHubsallow thediseasdo spreado distantpartsof thegraphandalsoallow
the diseasao escapdrom an isolatedregion even if messagesail. In a sense,
hubshave the oppositeeffect of messagédailures,so a lesscontagiousdisease
(whichlosesmoremessageg)anstill spreado infecttheentiregraph.

Obsenvation 1 If thehubsare ¢ < A nodesapart, thenat least2- | 5 | additional
messge failuresmayberequiredto stopthe spreadof thediseasek = 2.

Proof. In theproofof Theorem6, thenodes +1,i+2,...i+ (% —1) areactive
during the last roundthat the diseasespreadsiut cannotreachary uninformed
nodes.f the hubsare? < A nodesapart,thenthereare L%J or L%J + 1 hubsin
theregion betweemodesi + (% —1) andi— (% —1). If thereis only onehubin
this region andit is the originator, thenthe hubhasno effect on the spreadof the
diseaseln ary othercasethediseaseanescapdo otherpartsof thegraph. O
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